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Is there anything familiar about these?

“We represent a senior “l am from the Her “You have been named
official in the Nigerian Majesty’s Revenue and

as a beneficiary in a will
and stand to receive a
significant sum. Please
contact us urgently”

Government who wishes Customes in the UK.
to transfer US$18 million Your tax refund is now”

The unanimous response is “yes, have heard that all before”. They are all phishing for financial
information that can allow them to take over an identity/bank account and, by having the correct
information, make and receive payments. And, believe it or not, they impact sophisticated and
unsophisticated victims alike.

Payments Scams — what are they?

In setting the scene, it is important to recognise the difference between Payments Scams and
Payments Fraud.

Historically, Payments Fraud has been defined as an unauthorised payment on an account made
by a third party, the fraudster; that is, the account holder did not authorise for that payment to be
made. Whereas a Payments Scam has been defined as an authorised payment on an account
made by the account holder themselves (and not by anyone
Payments scams and else). Whilst the difference may seem “black and white”, this is
not necessarily the case.

payments fraud are

) Consider the difference between a scam where a customer is

different convinced that they are paying a legitimate person or company

(but in reality it is an imposter/fraudster/criminal) and authorises

the payment themselves, versus a scam where a customer unwittingly/unknowingly provides

information that enables a scammer to set up and then authorise a payment from the customer’s
account.

Both are induced by scams, however the first is legitimately authorised by the customer, whilst
the second is authorised by the scammer (posing as the customer).

Payments Scams and Fraud are different, are they
heading in the same direction?

No. As we explain in this paper,
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What Payment Scams are most prevalent?

Looking at Australia, the Australian Competition & Consumer Commission (ACCC) has been
tracking the rise of scams for some time.

The table opposite from the
ACCC’s Scamwatch' shows the
top 10 types of scam reported by
scam victims during the first half of
2020.

Phishing and Identity Theft are in
the top 3, and, as noted above,
these could result in payments
being authorised by the criminal

Top 10 scams by reports

Scam category

Phishing

Identity theft

False billing

Unexpected prize & lottery scams

Other buying and selling scams

Rebate scams

Remote access scams

Upfront payment & advanced fee frauds

Threats to life, arrest or other

“impersonating”  the  account il st
holder. 0 10k 20k 30k
Number of reports
Number of reports
More important for this discussion aic uic wp 1V svais Dy Ui diliuulit Ul 1UdS>, SHUWIL 1T Ul

second table. In fact, during the first 7 months of 2020, 13% of reported scams resulted in an

actual financial loss?.

Top 10 scams by amount lost

Scam category

Investment scams

Dating & romance

Threats to life, arrest or other
False billing

Online shopping scams
Classified scams

Remote access scams
Identity theft

Hacking

Unexpected prize & lottery scams

@
o

$5M $10M

$15M

Amount lost

@ Amount lost

$20M

$25M

Whilst the categories in this table
appear straightforward, it should
be noted that 4 of these did not
appear in the same table published
in 2017.

The arrival of “new” categories
illustrates both how the scam
environment is evolving and the
difficulties in specifying appropriate
definitions that clearly characterise
the various forms of criminal
activity.

Indeed, different countries use different terms; for example, FinanceUK brackets scams within

two categories® —

1. Malicious Payee: within which Purchase scam, Investment scam, Romance scam and
Advance fee scam are included; and

2. Malicious Redirection: covering Invoice & Mandate scam, CEO Fraud, Impersonation (most
frequently police and bank staff), and Other.

1 https://www.scamwatch.gov.au/scam-
statistics?scamid=all&date=2020

2 https://www.scamwatch.gov.au/scam-statistics

3 https://www.ukfinance.org.uk/system/files/Fraud-The-Facts-2020-FINAL-ONLINE-14-May.pdf
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Is it a growth industry?

Yes, but not one you would choose to invest in.

From January to July 2020 reported losses (from the 13,000 reported cases that resulted in
financial loss) were $89.6 million, with an average value of almost $7,000. At a more granular
level, whilst the total number of cases reported to the ACCC has not changed significantly since
2017, over the last 3 years the table below shows that:

- The proportion of scams which have involved financial loss has increased by 51%;

- The average loss in each incident has increased by 15%, from $6,462 to $7,449; and
- The total reported loss has increased by ~60% from $90.8m in 2017 to $143 million in 2019.

Reported Cases reported | % with Average loss

losses ‘000’s financial loss

Smillions
2017 $90.8 161.5 8.7% $6462
2018 $107.0 177.5 9.9% $6089
2019 $142.9 167.8 11.8% $7217
2020 (7 months) $89.6 99.3 13% $6938
2020 (annualised) $153.6 170.3 13% $6938

Comparing Payments Fraud with
Payments Scams is also interesting

Losses on Australian Accounts (Sm)

reading. Whilst Payments Scams  ¢ggq $617.2
were only 28% of Payments Fraud in $604.3 $506.9
2019, the value was a much smaller =~ %450
15% in 2017 - the two are converging  $250
gs the value of Scams continues to ¢50 $90.8 ST $142.9
|ncregse and the value of Fraud starts 2017 2018 2019
to rapidly decrease.
Payment Fraud e===Scams (ACCC ScamWatch)
$225m $143m However, the ACCC Scamwatch is
but only one of the various services to
which Australian consumers and
businesses can report scams, and the
ACCC has valiantly led an effort to
bring all of the information into one
place. For 2019, this shows that total
reported scam losses in Australia
amounted to AUD634 million (a 30 per
centincrease on 2018, when AUD489
million was reported lost), eclipsing
$236m $236.8m the total amount of payments fraud
occurring on Australian accounts.

$15.7m



How and who are popular with scammers?

Channels: Whilst over the years scammers have increasingly adopted electronic and social
media channels, scamming by phone remains prevalent. ACCC Scamwatch has reported the
following statistics for the proportion of scams, and the value scammed, by channel. Note that
the average loss per scam is highest via the internet, followed by email:

Top contact methods by reports

T % L@

s
0,
41.4% 24% 16.6% 7.0%
Phone Email Text message Internet
69 522 reports 40 277 reports 27 894 reports 11 776 reports
$32.6 million $28.4 million $3.03 million $31.6 million
reported lost reported lost reported lost reported lost

Age Groups: Whilst some may think that it is the old who are most at risk, the ACCC statistics
show that although they are the most targeted group, their losses are not much different to all
age groups from 25 years old onwards:

23%
Age 0% 21% 21%
18% 7% 7% 7% 18%
15%
9%
4%

W Reports
- % I Losses

Under 18 18-24 25-34 35-44 45-54 55-64 65+

Has Covid-19 had an impact?

Yes and no. The cost of financial scams continues to grow, however this does not appear due (at
least solely) to the impact of Covid-19. Rather it has influenced the construct of the scam
“scenarios” being played, rather than significantly accelerating losses.

For example, fake government communications offering Covid-19 grants and relief funds,
exploitation of the rapid growth in ecommerce and the use of subscription services, even offers
for hand sanitisers and face masks that will never be delivered.

Is Australia unique?

No. Whilst scammers may or may not be global operators (which is certainly the case with
payment fraudsters), scamming is a growing global “industry” with many common contact
methods and scam methodologies used across multiple jurisdictions. Scam related financial
losses are increasing just about everywhere. In the UK, the value of scam losses rose by 29%
in 2019 compared to the prior year, with reported cases up 45% over the same period.*

4 https://www.ukfinance.org.uk/system/files/Fraud-The-Facts-2020-FINAL-ONLINE-14-May.pdf
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The table to the right shows the scam
activity experienced in the USA in

CONSUMER
2019, whgre the number; of scam ‘:mgt:( I TOP THREE CATEGORIES
incidents increased by 21% and the DATABOOK2019 % 1 Identity Theft

value of losses rose by 28% as SNAPSHOT MILLION
compared with 2018 data.’ The top REPORTS
method for scammers contacting
consumers was via phone®; it is the
same in Australia, where the most 1.7 million fraud reports 23% o
common contact method for all scams

is email, but phone has been the #1
contact method associated with $1.9 billlion
scams that result in financial loss. posalRdliceses

2 Imposter Scams

3 Telephone & Mobile Services

$320
median loss

The action plan: Education, Awareness, Tracking

They say that every picture tells a story — that scamming is a global phenomenon is evidenced
by the following images from Hong Kong, Australia, India, Canada, the UK and the USA.
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CommBank support / CommBank Secure / Scams that tar.

How can you guard yourself Scams that target

against fraud? -
Follow our 3 security tips to protect yourself bu s lne ss e s
from scams.
At Citi, your security is always our top priority. It's important to be aware of the rise in Learn the main types of scams your staff should be able to recognise in order to protect your
'scams out there; so here are some common scenarios that you should look out for to business.
safeguard you and your loved ones from becoming a victim. :
r
(L HDFC BANK | WOYNWFIl NRI  SME  Wholesale  Agri
1 Personal ma ommercial Investing  About
A) | Small C: ] bout TD
HOME PAY SAVE INVEST  BORROW  INSURE SHOP
Terms E What if | receive an email or text notification that appears to be from Interac e-Transfer that 1@
y Money Mule
Sitemap
How fraudsters can get you to launder money
Security Do not respond to emails asking for your bank
account details
: Our recommended response
g:r:?\tc:?e(: Act For any overseas job offer, first confirm the identity
and contact details of the employing compan . f . g e
ploying company Whatif | receive an email o text notification that appears to be from Interac
Our Corporate Do not get carried away by attractive offers/ g 2 ]
Commitment commissions or consent to receiving unauthorized e-Transfer that | am not expecting or from someone | do not know?
money
Nodal Officers If you were not expecting a transfer or money request from the sender, before opening the email or SMStext
message, contact the sender through a different communication channel and verify if they sent this to you.
W BARCLAYS smartmestor @, BANK OF AMERICA %7 Privacy & Security Senin Loctors | Howcan e hep o I menu v
How to Avoid Scams
Accounts and services  Find investments  Learn  News and research ~ Help
Fraud and scams can ruin your lfe. «
’ Am | safe, or am |
inolosing someor allheIfe savings,with ciminals contanty coming up being scammed?”

ays to part you from your cash.

Afraud is wi

scamis when yo

Know the red flags

Here,in the first of our tw s and scams and what you can do to avoid them, we explore some

¢ emall,text messages, volce calls leters or even someone who Shows up at your front door unexpectedly. No matter which

of the tactics criminals use to oney.

5 https://www.consumer.ftc.gov/blog/2019/02/top-frauds-2018
6 https://www.usa.gov/common-scams-frauds




In fact, it would be difficult to find a financial institution anywhere that does not have scam
warnings/information on its website. In every jurisdiction and every example, financial institutions
and government are undertaking efforts to educate their customers. In some instances, such as
in the UK, the government has mandated that the banks are liable for customer losses. In all
instances and jurisdictions, the banks are taking action to try and reduce the impact of scams.

Governments and financial institutions are taking on the responsibility to educate themselves,
consumers and businesses regarding the types of scams and the circumstances scammers are
exploiting in order to deceive account holders. Banks are doing more to identify account takeovers
and to shut down “fake named” and “mule” accounts that scammers use to receive payments,
but that may not stop payments being received in the first place and then immediately funnelled
away to out-of-reach locations.

Consumers and businesses need to become more aware of any external efforts influencing them
to authorise what might be a fraudulent/scam payment, and immediately report their suspicions
to their bank and the relevant Government authorities. In Australia, this is the Australian Cyber
Security Centre (https://www.cyber.gov.au).

One consistently strong message is that consumers need to protect their personal information.
Scammers seek to steal money but, more often than not, their methods also involve the collection
of personal information and data. Scammers use personal data to steal identities, open loans,
and steal or launder money.

The ACCC' notes that a key pillar in scam prevention is the importance of telling others about
scam experiences, or ‘word of mouth’. Many people who avoided scams did so because their
friends or family had told them about the scams, or that the approach or experience seemed
suspicious. However, many people who have been scammed feel embarrassed by the
experience (“How could | have been so stupid?”), but the sophistication of modern-day scammers
is such that there is no need for such “shame” and victims would be helping others to avoid further
crimes by speaking about their misfortunes.

Remember, if something is too good to be true or if a demand for payment appears overly
unreasonable, then it probably is and should be either ignored or authenticated via separate
communications. Stay safe.

7 ACCC'’s “Targeting Scams 2019” publication



The
Initiatives
Group

The Initiatives Group - we help
participants across the payments
sector to generate more value from
their markets and customers.

The consulting team at The Initiatives
Group has advised participants in the
payments market since the 1990’s -
including issuers, acquirers, third-party
processors, technology providers and
associations. We help solve many of the
financial industry’s most significant issues,
such as payments strategies, customer
profitability and retention, credit and fraud
risk, leveraging new technologies, and
assessing new market and product
opportunities.

wwWw.initiatives.com.au
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